
 1 OPENING ENCRYPTED E-MAILS

Bulletin

Encrypted messages are integral for protecting personal or 
sensitive information, reducing the chances of being intercepted 
and ensuring it is delivered to the correct recipient. Select 
encrypted messages may also prevent forwarding of the 
message contents.

If you receive a protected email message sent to  
your Office 365 account in Outlook or Outlook 
on the web, the message should open like any 
other message. You'll see a banner at the top of 
the message that informs you of any restrictions 
on the message.

If you're using a different email account or email 
program, you may receive a notification that you've 
received a protected message and need to take 
additional action.

How do I open an  
encrypted Office 365 email?
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Reading a protected message with an 
Office 365 email account in Outlook or 
Outlook on the web.
Desktop:

1. If you're using an Office 365 email account in 
Outlook 2013/2016/2019, you will need to make 
sure that the account that will receive the email is 
logged into Outlook, to do this you will need to go to:

a. File > Office Account or Account

b. Check under User Information that the email 
account that the encrypted email has been sent 
to is logged in.

c. If it isn't then you will need to click on switch 
account and login with the correct account details.

Still having problems? 

Sign into your Office 365 Account via the 
web. You should be able to read your emails 
without any problems. 

If you are still unable to access in this way, you 
may have an IT set up issue, in which case please 
contact your Office 365 Help/Support line or IT 
support provider.

If you are using an Office 365 email account and 
logging into the websites outlook.office365.com or 
login.microsoftonline.com then you will not need to 
do anything as it will automatically decrypt the email.

Mobile app:

If you have an Office 365 account and you're 
using the Outlook mobile app, the message 
should just open.

Reading a protected message with Gmail
Desktop/Browser:

1. Select Click here to read your message.

2. Select Sign in with Google.

3. You'll be redirected to the Gmail sign-in page. Once 
you sign in, select Allow.

4. Your protected message will display in a new 
browser tab. You won't be able to view the 
protected message in the Gmail window.

Mobile app:

1. Tap Click here to read your message.

2. Tap Sign in with... and sign in to your email account.

3. If you get a request for permissions, tap Yes or 
Allow to view the message.
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ABOUT ECCLESIASTICAL INSURANCE
Ecclesiastical Insurance Office plc is a specialist commercial insurance company. We are deeply committed to protecting the 
needs of organizations that enrich the lives of others; to preserving Canada’s distinct communities, cultures and history; and to 
supporting initiatives that help improve the lives of people in need.

This advice or information is provided in good faith and is based upon our understanding of current 
law and practice. Neither Ecclesiastical Insurance Office plc nor its subsidiaries accepts any liability 
whatsoever for any errors or omissions which may result in injury, loss or damage, including 
consequential or financial loss. It is the responsibility of the Insured or any other person to ensure 
that they comply with their statutory obligations and any interpretation or implementation of the 
above is at the sole discretion of the Insured or other party who may read these notes.

ecclesiastical .ca  |  @EIOCanada

Proudly part of the Benefact 
Group - specialist financial 
services companies built to 
make a difference.

Reading a protected message with a single-use code
Some email clients and services can't automatically open protected messages. If you have an email account 
with Yahoo or other Internet Service Provider, you'll need to obtain a single-use code to read the message.

Desktop/Browser:

1. Select Read the message.

2. You'll be redirected to a page where you can sign
in and receive a single-use code.

3. Check your email for the single-use code. Enter
the code in the browser window, then select
Continue to read your message.

Mobile App:

1. Tap Click here to read your message > Sign in
with a single-use code.

2. You'll be redirected to a page where you can sign
in and receive a single-use code.

3. Switch back to the mail app to get the code and
then switch back to enter it. Do not close the
browser or you will have to request a new code.

4. Check your email for the single-use
code and copy it.

5. Enter the code in your browser, then select
Continue to read your message.
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