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Business Continuity Planning:
Prepare Your Organization for the
Unexpected




Every organization is at risk from potential natural and man-made disasters including:

e Fire, flood, blizzards, tornadoes, earthquakes, e Environmental disasters such as hazardous
hail, windstorms materials or chemical spills

e Disease / pandemic

e Accidents
e Arson e Terrorism
e Sabotage Creating and maintaining a Business Continuity

Plan will help ensure that your organization has the

e Power and energy disruptions ' s '
resources and information it needs to deal with an

e Communications, transportation, safety and
service sector failure

e (Cyber attacks and hacker activity

What is a Business
Continuity Plan?

A Business Continuity Plan (BCP) is a means of preparing your
organization for the unexpected and ensuring your business
survives in the event of a serious loss or incident. Along with
crisis management and disaster recovery, a BCP forms part of an
organization's overall risk management strategy.

How will your organization react if your premises are temporarily
or even permanently lost due to a fire or flood? What if someone
is seriously injured on your premises? Where will you set up
operations in the event of a fire ? How will you inform your
clientele? Will you be able to access important documents and
records? How will you communicate with employees? A Business
Continuity Plan can address these and many other questions.

Why Implement a
Business Continuity Plan?

A BCP assists organizations in restoring normal operations
within @ manageable time-frame and at a manageable cost, thus
ensuring the organization’s ongoing ability to serve its clients,

to protect the safety of staff and volunteers, and to prevent
accidents. Whether your organization is a charity, a non-profit, or
a for-profit enterprise, you want to minimize long-term damage in
the event of a disruption. Smaller organizations may sometimes
overlook the importance of developing and implementing a BCP,
but lack of planning for such an eventuality can resultin:

e Loss of existing customers

e |Lost opportunity to gain new business if you are not up and
running as quickly as your competitors

e Permanent damage to your reputation

BUSINESS CONTINUITY PLANNING: PREPARE YOUR ORGANIZATION FOR THE UNEXPECTED

emergency situation.

A Business Resumption Plan
describes how to resume business
after a disruption.

A Disaster Recovery Plan deals with
recovering Information Technology
(IT) assets after a disastrous
interruption. Both imply a stoppage
in critical operations and are reactive.

Public Safety Canada: A Guide
to Business Continuity Planning

Itis important to use the BIA to help
decide both what needs insurance
coverage, and the corresponding
level of coverage. Some aspects of
an operation may be over-insured
or under-insured.

Minimize the possibility of
overlooking a scenario, and ensure
coverage for all eventualities.

Public Safety Canada:
A Guide to Business
Continuity Planning



e Loss of key staff and volunteers who may move on during the down period. Your organization may not
easily recover from this loss of human capital

e Unexpected capital outlays leading to long-term financial difficulties — perhaps forcing you to shut down
operations permanently

e |njuries to staff or visitors on your premises.

Putting a Business Continuity Plan in Place

Implementing a cohesive BCP involves adopting a business continuity policy that clearly defines the role of
management personnel in developing, testing and maintaining the plan. The following is provided as a general
outline of what your BCP can entail.

BCP Governance

e Establish a Steering Committee to oversee the e The Steering Committee will oversee the
project and to designate a project manager. implementation of the plan in the event of an
The committee should be selected from senior incident. The committee will provide strategic
management and be representative of all areas in direction and communicate essential messages.

your organization.

e The project manager will formulate a project
plan and project timetable. The project
manager, together with the Steering Committee,
should outline those who will be contributing
to the project.

Risk Assessment & Business Impact Analysis

A Business Impact Analysis (BIA) helps to identify ¢ Areas of potential lost revenues
the internal and external impact of disruption to o Additional expenses

an arganization’s normal business operations.
Steps in a BIA may include identifying:

Intangible losses

o, . e Insurance requirements
e The organization’s mandate and critical aspects a

 Services and products and ranking their * Internal and external dependencies.

importance or priority for continuous delivery
or rapid recovery

e Impacts of disruptions

Uncovering “what could go wrong”

Of course, it would be preferable not to experience Continuous risk management lowers
a loss in the first place, and while you can never the risk of disruption and assesses
eliminate the possibility of a loss, important the potential impacts of disruptions
steps can be taken to mitigate or control the when they occur.

hazards that face your organization. A risk control

program, which includes carrying out a risk Public Safety Canada:
assessment helps you learn about the risks your A Guide to Business

organization faces and allows you to put in place Continuity Planning

a business resumption or business continuity plan
that is specifically tailored to your situation.
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Identifying Potential Scenarios

The impact of various types of losses on
operations, systems, and various relationships
(both internal and external ) need to be assessed
for the more likely scenarios.

e How long can the business survive without
access to key systems or facilities?

Developing the Plan

What will be the impact on revenue?

What type of impact can the
organization withstand?

How resilient are systems, data, and
other processes?

In this step, the plan is established and documented. The plan will define the roles and the
responsibilities of key personnel and any changes to procedures. This plan can be broken down

into two parts:

1) EMERGENCY PLAN

e The first part of the plan outlines procedures for
the first 24-hours following an event and should
include details on:

e Evacuation procedures: includes where to
evacuate to, who is in charge of evacuation ( and
ensuring that everyone is out of the building ) and
who will contact emergency services

e Personnel: the people who are designated to
liaise with emergency services, staff, visitors, and
media if necessary

e Meeting places for staff and visitors: what
facilities should any temporary accommodations
be equipped with (bathrooms, telephones, etc.)

e Treatment of any injuries: who is trained in first

aid, where are first aid kits kept, where will they be
treated, counselling incident reporting, etc.

Hazardous substances: dealing with any
hazardous substances such as asbestos or
other chemicals

Communications: who needs to be informed? A
telephone tree may be created. A telephone tree
ensures all relevant people are informed and does
not leave one person to make all the telephone
calls. As illustrated in the chart below, every
person need only make two telephone calls

Project Manager
BCP Coordinator

Team
Member A

Team Team
Member C Member D

T L

Employee 1 Employee 2 Employee 3 Employee 4

Team
Member B

Team Team
Member E Member F

L

Employee 5 Employee 6 Employee 7 Employee 8
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e Mitigating the loss: protecting property, removing
salvage, removing debris, securing the site

e |Important contacts: contacting service providers
to disconnect / reconnect services as appropriate;
contacting any other relevant local authorities;
contacting your insurer to report the loss.

2) RECOVERY PLAN

This part of the plan comes into action once the
full extent of the disaster is known, and outlines
procedures and requirements for:

e Premises: type of building, location etc
e Furniture: what is needed and who can supply it?

e Equipment / Machinery: including computers,

phones, stationery, etc. What is required and where

is it available?

Include an expert or an
insurance team when
developing the response plan.

Public Safety Canada:
A Guide to Business
Continuity Planning

e [T contingency: outlining how to restore vital
systems. If IT has been outsourced, it is important
to ensure that your organization can still access
critical files in the event of an emergency affecting
systems. These and other requirements should be
specified in the contract with all service providers.

Implementation, Testing, and Maintenance

Once the plan has been created, it needs to be
tested regularly to ensure that the contingency
procedures and processes put in place function as
intended and that there are no important issues
left unaddressed. How the testing is done will
depend upan the recovery strategies that have
been putin place.

Both the plan itself and the risk assessment /
impact analysis need to be reviewed periodically
to ensure they appropriately address the

risks actually faced by the organization. Any
training that is necessary under the plan should
be implemented.

Communication

Communication procedures are an essential part
of the plan, e.g,, a telephone tree to advise all
employees of appropriate actions in the event

of an emergency.

How will communication with the
media be handled?

Keeping all employees, volunteers, clients and
any other interested parties apprised of your

Itis important to ensure that the plan is reflective
of the current systems and procedures. Any time
a change is made, the recovery plan should be
evaluated to determine if any changes to the
plan are necessary.

Every member of the Steering Committee and all
key personnel should have a copy of the plan and
the telephone contact tree ( preferably a wallet-
size version ). Copies of the plan and telephone tree
should be stored at a secure off-site location. Copies
of the plan and telephone tree stored on site should
be kept in a fire resistive box or cabinet.

progress towards full business resumption

is a vital task and important for preserving
relations with these groups as well as with the
public in general. Communications problems
can potentially lead to long-term damage to
your organization and irreparable damage to
your reputation.

BUSINESS CONTINUITY PLANNING: PREPARE YOUR ORGANIZATION FOR THE UNEXPECTED



Conclusion

If your organization is unable to deliver services and
/ or products, the conseqguences could be severe and
far-reaching. A BCP will help you moderate your risk
and allow you to continuously deliver the products or
services required by your clients.

Ecclesiastical Insurance can help. Insurance and

risk management are two sides of the same coin. At
Ecclesiastical, we believe that risk management is
about providing practical support to help you run
your organization safely. Our approach is to take an
active role in preventing loss, and our risk control
specialists are highly skilled at performing a detailed
risk assessment that will help you identify, manage,
and minimize hazards and risks. This risk assessment
process includes a building valuation that can be used
to help you determine the appropriate amount of
insurance for your organization.

Insurance is there to protect when things go wrong,
and it works best when it enables people to get on
with their normal activities as swiftly and smoothly
as possible. This is where Ecclesiastical's insurance
cover and claims service excels. We do all we can

to put things right quickly. However, we also know
there's only so much that reactive measures can

do to ease the financial, physical and emotional
disruption that follows any incident that results in an
insurance claim.

ABOUT ECCLESIASTICAL INSURANCE

... the risk management process creates
important inputs for the BCP ( assets,
impact assessments, cost estimates,
etc ). Risk management also proposes
applicable controls for the observed risks.

Therefore, risk management covers several
areas that are vital for the BCP process.

en.wikipedia.org/wiki/risk_management

If your organization is member-based, you should
consider making a comprehensive insurance program
an integral part of the services you offer your
members. You will be able to deliver:

e Universal comprehensive coverage
e A customized risk control program

e Consistent compliance guidelines.

When member-based organizations implement a
clearly defined risk control program, they reduce
the likelihood of losses occurring ; and, the resulting
reduction in claims will, in turn, keep premium levels
at the best possible rate.

For more information, speak to your broker. And, be sure to
ask for an Ecclesiastical Insurance valuation. Free of charge.

Ecclesiastical Insurance Office plc is a specialist commercial insurance company. We are deeply committed
to protecting the needs of organizations that enrich the lives of others; to preserving Canada'’s distinct
communities, cultures and history; and to supporting initiatives that help improve the lives of people in need.

ecclesiastical

This advice or information is provided in good faith and is based upon our understanding

of current law and practice. Neither Ecclesiastical Insurance Office plc nor its

subsidiaries accepts any liability whatsoever for any errors or omissions which may

resultininjury, loss or damage, including consequential or financial loss. Itis the

responsibility of the Insured or any other person to ensure that they comply with their
statutory obligations and any interpretation or implementation of the above is at the

sole discretion of the Insured or other party who may read these notes.
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